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INTRODUCTION

In the contemporary digital landscape, disinformation has emerged as a formidable threat,
undermining the integrity of democratic institutions and global security. Disinformation, defined
as false information deliberately created and disseminated with the intent to deceive, mislead, or
manipulate public opinion, stands in stark contrast to unintentionally spread misinformation. Its
creation with the specific purpose of causing harm, influencing political processes, sowing
discord, or undermining trust in institutions highlights its potency as a tool in information
warfare. This paper focuses on the comparative analysis of the United States (US) and Russia,
two nations with distinct political systems, media landscapes, and historical approaches to
information control. It addresses the strategies employed by Russian, which prioritizes the
instrumental use of disinformation for attaining strategic objectives, and the US, which
emphasizes the development of countermeasures and defensive mechanisms to mitigate the
harmful effects of disinformation campaigns. By examining the strategies of their intelligence
communities to disinformation, this study aims to shed light on the broader implications for

global security and the resilience of democratic institutions.

DISINFORMATION IN THE 2157 CENTURY: A GLOBAL CONCERN

Disinformation is a global concern, transcending national boundaries and impacting
societies worldwide. The prevalence of these phenomena has been exacerbated by the advent of
digital technologies, which have enabled the rapid spread and amplification of false information®.

Countries and their policymakers are grappling with the challenge of combating this modern
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challenge.? The interconnectedness of the digital landscape means that disinformation
originating in one country can have far-reaching consequences, affecting global security and the

stability of democratic institutions.

COMPARATIVE ANALYSIS OF STRATEGIES

While methodologies and platforms have evolved, disinformation campaigns are not a
new phenomenon.? It is evident that the tactics employed by hostile foreign states have evolved
from the Cold War era to the present day, yet their core objectives remain consistent: to
undermine credibility, polarize society, and weaken democratic institutions. During the Cold
War, the Soviet Union targeted the US with disinformation campaigns aimed at exploiting
domestic tensions and spreading false narratives* Today, similar tactics are being employed by
Russia, leveraging modern technology to disseminate disinformation more effectively and on a
larger scale.®> Disinformation is often seen as tools of state power, wielded to shape public
opinion and advance national interests both domestically and internationally. The scale of these
operations is significant, with state-sponsored media outlets playing key roles in disseminating

false, government-aligned narratives.®

Beyond shaping public narratives, disinformation campaigns pose a significant threat to
the core functions of intelligence agencies in both the US and Russia. In the US, the 2016

election serves as a stark example. Russia's sophisticated disinformation tactics, involving the
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manipulation of social media platforms and human sources, aimed to sow discord and influence
voter behavior.” This exposed vulnerabilities in traditional intelligence gathering methods,
particularly the ability to discern credible information from fabricated narratives on social media.
More recently, Russia's own intelligence services leverage disinformation as a weapon to
manipulate the public and gain an edge in intelligence gathering. Its intelligence services
fabricated narratives accusing Ukraine of harboring biological weapons were used to justify the
2022 invasion.® This highlights how disinformation can be weaponized to create a permissive
environment for intelligence operations, blurring the lines between truth and fiction and

manipulating information to advance Russia’s strategic geopolitical objectives.

Russia’s intelligence services have historically been well funded;® however,
international sanctions and the war in Ukraine have placed strain on their budget.’® This
financial pressure could impact their ability to maintain their historical level of disinformation
activities, offering a potential window of opportunity for the US to gain ground in combating this
threat. In the US, countering disinformation competes with traditional intelligence priorities,
demanding investments in specialized personnel, advanced detection tools, and public awareness
campaigns.'! This creates a trade-off, potentially hindering the effectiveness of traditional
intelligence gathering activities as resources are diverted towards the ever-evolving threat of

disinformation.
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SUCCESSES AND FAILURES

The fight against disinformation requires constant adaptation and learning. Examining
successes and failures across different national contexts, including the US and Russia, allows us
to address key questions: What other countries are concerned with disinformation and how are
they tackling it? Are certain strategies more effective in specific environments? What
challenges hinder global efforts? Given that disinformation is recognized as a serious threat
globally, numerous countries have employed diverse strategies to combat it. In Southeast Asia,
Malaysia, Singapore, and Thailand have successfully established fact-checking platforms that
frequently publish corrections to avoid over propaganda.’?> Europe faces a major challenge from
large-scale disinformation campaigns. The European Union (EU) has launched several
initiatives and tools to tackle its spread and protect European values. These initiatives involve
cooperation between EU institutions, online platforms, media, and citizens.*® Russia is currently
running a well-funded disinformation campaign in Latin America, targeting multiple countries
with the aim of undermining support for Ukraine and promote anti-US/NATO sentiment.*

While Latin America currently lacks robust laws against disinformation, some countries, like
Brazil, are considering legislation.’® Canada is also taking specific steps to counter Russian
state-sponsored disinformation campaigns with a dedicated team, fact-based resources, sanctions,

and international partnerships while upholding freedom of expression.!®
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While efforts to combat disinformation have yielded positive results, a clearer picture
emerges when also examining shortcomings and failures. Attributing disinformation campaigns
remains a complex task, often hindered by the opacity of online operations and evolving
tactics.'’ While initiatives like increased public awareness, fact-checking, international
collaboration, and transparency efforts have shown promising results, challenges persist. For

instance,

Identifying disinformation presents several puzzles...labeling any claim as false requires
invoking an authoritative truth. Yet the institutions and professions most capable of
discerning the truth—such as science, journalism, and courts—are sometimes wrong and
often distrusted. Moreover, true facts can be selectively assembled to create an overall
narrative that is arguably misleading but not necessarily false in an objective sense.'®

The US intelligence community has faced criticism for its failure to adequately anticipate and
counter foreign disinformation campaigns, particularly those orchestrated by Russia. In some
cases, the response has been reactive rather than proactive, allowing disinformation narratives to
gain traction before being addressed. The decentralized nature of the US media landscape and
the protection of free speech can make it difficult to regulate and control the spread of false
information. The challenge is further compounded by the rapid evolution of digital platforms,
which can quickly disseminate disinformation to vast audiences. As the US continues to refine
its strategies, it must balance the need to protect national security with the preservation of

democratic values and freedoms.

AREAS FOR NATIONAL AND INTERNATIONAL COOPERATION

The US Department of Homeland Security has undertaken several initiatives to combat

7 Mercado, Stephen, “A Venerable Source in a New Era: Sailing the Sea of OSINT in the Information Age,”
Central Intelligence Agency, Studies in Intelligence. Vol. 48. Issue 3, 2007, 45.

'8 Jon Bateman and Dean Jackson, “Countering Disinformation Effectively,” Carnegie Endowment for
International Peace, Washington, DC, 2024.



disinformation, primarily focused on election security and critical infrastructure. However, a
department-wide strategy is lacking, leading to limitations and inconsistencies in their approach.
While components like the Cybersecurity and Infrastructure Agency (CISA) and the Office of
Intelligence and Analysis (I&A) have conducted threat analysis and issued public awareness
materials, a lack of a unified vision restricts their effectiveness.!® Limited authority due to
privacy, free speech concerns, and the constantly evolving nature of disinformation tactics
further complicate their endeavors.?® Moreover, frequent leadership changes have hampered the

development of a strategic focus on combating disinformation.?!

Opportunities for global cooperation exist. For example, the Five Eyes alliance
exemplifies successful information sharing and joint threat analysis. 2 Through secure
communication channels and standardized protocols, they share intelligence on emerging
disinformation campaigns, allowing for early detection and coordinated responses.?®
Collaborative fact-checking initiatives like the International Fact Checking Network promote
cross-border knowledge sharing.?* Standardizing regulations for online platforms and promoting
responsible media practices can further strengthen collective efforts. While identifying a single

best approach is difficult, learning from diverse strategies, enhancing digital literacy, and

fostering international collaboration are crucial.
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BEST PRACTICES AND RECOMMENDATIONS

Advancements in technology, particularly in artificial intelligence (Al), present new
avenues for manipulation. Deepfakes pose a significant threat, blurring the lines between reality
and fiction.?® The emergence of autonomous bots capable of spreading disinformation at scale
further complicates the issue.?® The rise of non-state actors with sophisticated capabilities and
the potential for disinformation campaigns targeting critical infrastructure also introduce new
dimensions of risk.?” In Enemies of Intelligence: Knowledge and Power in American National
Security, Richard Betts stated “to defeat outside enemies the main solution is to invest in more
and better ways to penetrate their secrecy, unmask disinformation, and protect US assets through
counterintelligence efforts.”?® Adapting strategies will require several key focus areas. Firstly,
investing in Al-powered detection and analysis tools is crucial to identify and dismantle
deepfakes and other Al-generated disinformation. Secondly, fostering international collaboration
to share intelligence, develop common standards, and coordinate responses will be critical in
countering the global reach of sophisticated disinformation campaigns. Thirdly, enhancing
public education and media literacy is essential to equip citizens with the skills to critically
evaluate information and resist manipulation. Finally, strengthening legal frameworks to address
the misuse of technology and holding malicious actors accountable is vital to deter and disrupt

their activities. By anticipating future trends and actively adapting their strategies, intelligence
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communities and countries can build resilience against the ever-evolving threat of

disinformation.

CONCLUSION

Combating disinformation presents a formidable challenge, demanding not just individual
solutions but collective action. While this paper has illuminated the contrasting approaches of
the US and Russia, and underscored the potential of international cooperation, it is paramount to
acknowledge the absence of a singular, definitive solution. Effectively countering
disinformation requires a multi-pronged approach, encompassing proactive measures, robust
international collaboration, and the empowerment of individuals. Its success hinges not only on
individual efforts, but also on recognizing the inherent differences in intelligence cultures
between nations like the US and Russia. These differences, whether rooted in historical
approaches to information control, media landscapes, or political systems, influence the
strategies employed and the perceived effectiveness of countermeasures. Ultimately, the fight
against disinformation transcends national security concerns; it safeguards the very foundation of

truth and trust upon which global stability and democratic institutions rely.
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