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Abstract

Cybersecurity policy issues have gained attention in Congress in recent years, with a focus on
deterrence and organizational readiness. Legislation has been introduced to address these
concerns and redefine the roles and responsibilities of both the government and private sector in
ensuring the nation's cyber readiness. While the range of cyber threats is vast, this paper aims to
specifically highlight the weaponization of social media through state-sponsored influence. The
rapidly evolving landscape of cyber threats has necessitated a critical reevaluation of cyber
deterrence strategies, particularly in the wake of Russia s election meddling in 2016. This report
argues that the U.S. must continue to adapt its cyber deterrence strategy to address the growing
threat of sophisticated and persistent cyberattacks on our nation's democracy through social
media. It highlights the need for proactive, adaptive, and multifaceted deterrence strategies to
effectively safeguard national interests today, and for generations to come.

Evolving Threats & Increasing Relevance

The rapidly evolving landscape of cyber threats has necessitated a critical reevaluation of
cyber deterrence strategies. In 2018, Congress passed legislation to create the Cybersecurity and
Infrastructure Security Agency (CISA). This marked a significant milestone in the U.S.’s efforts
in addressing the ever-evolving threats, as the bill was passed with unanimous support!. Against
the backdrop of the 2016 election meddling by Russia, which highlighted the severe impact of
state-sponsored cyber-attacks on democratic processes and national security, the creation of a
dedicated agency like CISA was timely. State-sponsored cyber-attacks have deep socio-
economic impacts and can shape the course of history. They can influence elections, destabilize
governments, shape public perception, and disrupt critical infrastructure. Moreover, social media
can be used nefariously by threat actors that wish to shape future generations?. In the future, we
can expect to see even more sophisticated and targeted attacks, as well as the rise of new forms
of cyber warfare.

Timeliness

A recent study estimates that 308.27 million Americans use social media today and that
will continue to trend upwards within the next five years®. Social media has unquestionably
changed the world. It has made it easier to connect with each other, share information, fostered a
more interconnected global community, and even advocate for change.* However, it can also be
used for spreading misinformation, cyberbullying, hate speech, and radicalization.® It has not
only changed the way we live our everyday lives, but it has made us redefine how we perceive
national security. Historically, national security was primarily defined by physical threats;
however, the threat landscape has changed in the digital age. This has led to a redefinition of
national security, as governments and organizations now need to consider the threat of social
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media cyberattacks as well as traditional threats.

In 2019, the Senate Select Committee on Intelligence released its findings on Russia’s
meddling in the 2016 U.S. presidential election. It stated that the Russian government “directed
extensive activity, beginning in at least 2014 and carrying into at least 2017, against U.S. election
infrastructure at the state and local level.” © It was also reported that Russian operatives used
social media to “conduct an information warfare campaign designed to spread disinformation
and societal division.”” In recent study from the University of Oxford, statistics show that “some
70 countries around the world are engaged in manipulating social media to serve domestic and
foreign policy ends. This is up from 48 countries in 2018 and 28 countries in 2017.”® The rise
of social media has created a new and complex threat landscape for national security. This new
landscape warrants a well-designed and multifaceted deterrence plan to mitigate these threats and
safeguard the democratic processes.’

Analysis

The U.S. has recognized the severe consequences that state-sponsored cyberattacks and
has adapted its cyber deterrence strategies to address the growing sophistication and complexity
of cyber threats. Not only was CISA created in 2018, but the Cyberspace Solarium Commission
(CSC) was established in 2019 to “develop a consensus on a strategic approach to defending the
U.S. in cyberspace.l® In 2021, the CSC released a white paper specifically for countering
disinformation.!* It focused on how disinformation is a complex cyberspace threat to democracy
and outlined seven specific recommendations to combat the threat. Notably, it addressed how
disinformation has been “seen by many an issue largely separate from cybersecurity and cyber
policy,” and that “policymakers do themselves a disservice by continuing to differentiate
between the two when our adversaries do not”.1?

The leaders of the intelligence community today have addressed adversarial foreign
influence in reports such as the ODNI’s Annual Threat Assessment. The 2023 assessment states,

Russia presents one of the most serious foreign influence threats to the United States,
because it uses its intelligence services, proxies, and wide-ranging influence tools to try
to divide Western alliances and increase its sway around the world, while attempting to
undermine U.S. global standing, sow discord inside the United States, and influence U.S.
voters and [decisionmaking].™®

While Russia’s activities have attracted a lot of attention since 2016, China’s subversions are far
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more sophisticated.'* The Annual Threat Assessment addressed China’s capabilities in stating
that it is “currently represents the broadest, most active, and persistent cyber espionage threat to
U.S. Government and private-sector networks.”'® China has significantly bolstered its cyber
capabilities over the past decade, presenting a formidable threat to the U.S in cyberspace. Urgent
questions remain regarding the readiness of the U.S. to counter this challenge, including
resourcing military cyber forces and the scope of cybersecurity cooperation between the public
and private sectors.

Deterrence Theory and Cyber

In recent years it has been questioned whether or not cyber deterrence is even possible,
given the complexity of the threat. To examine this, it is necessary to understand what
deterrence theory is. Colonel Timothy McKenzie wrote,

There is no single definition of deterrence or shortage of theories for its practical
application. Joint doctrine defines deterrence as the ‘prevention of action by either the
existence of a credible threat of unacceptable counteraction and/or belief that the cost of
action outweighs the perceived benefits.” Deterrent options can be either passive or active
in nature.!’

These “deterrent options” can be understood as deterrence by denial or deterrence by
punishment, or as McKenzie stated, passive and active deterrence.'® Passive deterrence in the
cyber domain refers to making attacks more costly and difficult to execute, rather than actively
preventing them. Much like the moat around a castle, it does not stop an enemy from attacking,
but it makes it much harder to succeed. Conversely, active deterrence “threatens retaliation or
some type of undesirable response to a [cyberattack] or incident.”*® When speaking about
deterrence in the cyber domain, deterrence by entanglement is also applicable, as it seeks to
promote responsible state behavior by emphasizing the benefits cooperation on mutual
interests.?’ This application of deterrence is also necessary to consider in the age of
globalization.

While deterrence options are more readily available to passively safeguard cyber
infrastructure (i.e., implementing security controls such as firewalls, encryption, intrusion
detection systems etc.), it is more difficult to apply those same deterrence strategies when
tackling the threat of state-sponsored influence on social media. This is because social media is
more dynamic and constantly evolving, and it is not always clear who is responsible for the
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disinformation. Additionally, these attacks may have a variety of motives.?! If the purpose of a
threat actor’s weaponization of social media is to sow discord and division, then traditional
deterrence methods become more difficult.

The Challenge of Deterrence in the Digital Age

Strategic deterrence is a concept that has evolved over time, especially in the digital age.
It is understood that the basic idea of deterrence is to convince an adversary that the costs of
attacking you will outweigh the benefits. During the Cold War, strategic deterrence was based
on the threat of nuclear retaliation. With both the Soviet Union and the U.S. in possession of
nuclear weapons, this paved the path for the threat of mutually assured destruction (MAD). This
idea of deterrence is not applicable with the sophistication of threats in the digital age which has
necessitated non-nuclear deterrence strategies to be developed. How, then, are these non-nuclear
strategies used to prevent conflict when looking through the lens of state-sponsored influence on
social media?

In this case, the threat is asymmetrical. It leverages the advantages of anonymity, global
reach, and the ability to quickly disseminate information to a vast audience without the need for
a direct military confrontation. It exploits the openness and interconnectedness of social media
platforms to create asymmetric effects, affecting public sentiment, destabilizing democratic
processes, and potentially causing conflict??. Today, policymakers “lack good information about
the nature of the problem they seek to solve” when combating the threat of state-sponsored
influence operations.?® This makes developing specific strategic deterrence strategies
exceedingly difficult without a better understanding of the effects of these influence operations
and the tools and techniques that can be used to counter them.

Conflict

There i1s no conclusive evidence that a cyber-attack or state-sponsored meddling has
threatened conventional war within the U.S. that we are aware of. However, in theory, influence
campaigns through social media could incite domestic unrest or a civil war, which is akin to
warfare. An asymmetrical attack is not conventional, but that is the crux of strategic deterrence
in the digital age. The rise of cyberwarfare and state-sponsored influence operations has made it
more difficult to deter conflict. These new threats challenge our traditional understanding of
deterrence, and there is an ever-growing need to develop new strategies to address them. While
the future of warfare may be uncertain, we need to be prepared for new and unconventional
threats.
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Conclusion

The rapidly evolving landscape of cyber threats has necessitated a critical reevaluation of
cyber deterrence strategies. In order for the U.S. to counter the asymmetrical threat of state-
sponsored influence, comprehensive approaches are required, including bolstering cyber
defenses, investing in cybersecurity capabilities, enhancing public awareness about
disinformation and foreign influence, and promoting digital literacy among citizens.
Additionally, policymakers must consider the complexities of the cyber domain and work
collaboratively with the private sector, social media platforms, and international partners to
effectively mitigate the risks posed by the threat. As technology continues to advance, the
challenges posed by state-sponsored influence operations will only become more complex. The
U.S. must adopt proactive, adaptive, and multifaceted deterrence strategies to effectively
safeguard national interests today and for generations to come.
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